.NET TradeCraft & D/Invoke

| will save you the time, and not go through D/Invoke too much as its been explained in
many other blogs as well. D/Invoke is a tool from the Wover that lets you dynamically
Invoke unmanaged code without using P/Invoke in an attempt to evade API hooking. Its
been very popular in the MalDev Space lately. |, a noob, ran into a few issues that | saw
many others running into as well. | wanted to put this guide together as an intro to
getting D/Invoke operational. Due to its popularity, it is heavily sig’d and caught by most
A.V engines. Another complaint | see others voice is that they have a loader, and the dll.
Many would prefer a single, clean, binary. ILMerge can help!

The first thing we want to do is add dinvoke.dll as a reference to our project. You can
achieve this by rightclicking the project, going to add>Reference>browse and then
choosing the dinvoke.dll file youve downloaded from github.
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The next step we want to take is download the ILMerge Nuget Package.

.NET TradeCraft & D/Invoke



MuGet - Solution & X ik bylr

Browse Installed & Updates

Include prerelease

‘@D ILMerge
ILMerge i

This package version is deprecated.
‘@D ILMergeToo
. ILMerge i i

SBuild.ILMerge.Task
SBuild ILhe ou to use tl no Aerge utility in automated builds 3

Now we can go ahead and build our solution. You can check in the build output that our
two assemblies have been successfully merged. (As a side-note, | started this as a
console app .NET FRAMEWORK project).

ar status = (Data.MNati
_ntdllMap.PEINFO,
_ntdllMap.ModuleBase,

m: Build -

tarted: Project: h
merge

DInvoke.dll;

Voila:
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Generally when using .NET tools | will use a tool called confuse-ex. It is INCREDIBLE. It
offers control flow obfuscation, watermarking,anti-dump etc etc.

Unnarned.crpraj* - Confuser.Care 1.6.0+447341964f — O >
D New project gy Open project H Save project k Tools v

Project Settings Protect!

| =0 | R

[INFO] Loading input modules...
[INFO] Loading "C:‘\Users‘Administrator\Downloads\ConfuserEx-GUI\hook.exe'...
[INFO] Initializing...

[INFO] Resolving dependencies...

[INFO] Processing module 'hook.exe'...
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Alright, now we have a basic loader. We've utilized D/Invoke and ILmerge to make one
clean binary we can send away.

Lets take a look at our loaders properties and see what it looks like now.

B hoak Praperties *

General Compatibiity  Security  Details  Previous Yersions

Property Y alue

Description

File dezcrption  hook.

Type Application
File verzion 1.000
Froduct name  hook
Froduct werzion  1.0.0.0

Copyright Copyright € Amazon,com 2023
Size 23/ KB

Date modified  2/13/2023 3:20 P

Language Language Meutral

Qriginal filename  hook. exe

Bemove Properties and Perzonal Infarmation

Cancel Aoy

Nice! not bad! (If this was real life, yes, you’d want to put a bit more into the spoofing).

Lets run it
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Home Share e Application Toaols

<« S s This PC & Local Disk {C3) » tools » testingDirwoke » Confused
Marne Date modified Type Size
7 Quick access
[5] hook 21372023 2:20PM Application 236 KE
I Desktop
& hook.pdh 271342023 217 P Program Debug .. 52 KB

= Docurnents

t file -p
uleset -yo

c to stop)..

orting Help

internal i SEer note

10.10.0

Nice! We didnt get a match for image loads on any of our yara rules we have for cobalt
strike beacons.

Sources:

https://github.com/TheWover/Dinvoke
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CINFO1 Conf
Running on Micro:

ConfuserEx 2 Diseeeran 8 pestasiions, 1 packors.

Resoluing component dependency.. .
Loading input modules.
Loading ’ICSharpCode .AvalonEdit.d1l’ ...
Loading ’IGSharpGode .NRefactory.dll’.
Loading ’ICSharpCode .NRefactory.C8harp.dll’ ...
Loading ’ICSharpCode .NRefactory.VB.d11’ ...
Loading ’I1LSpy.BamlDecompiler.Plugin.dll’ ...
Loading *ILSpy.SharpDevelop.LGPL.d11’...
Loading ’ILSpy.exe’ .
Loading ’ICSharpCode .Decompiler.dll
Loading ’ICSharpCode .Treeliew.d1l’ .
Leoading i
. . . Loading .

https://mkaring.github.io/Confuserex/ Inieialising. .
Building pipeline.
Resolving dependenci
Checking Strong Name

https://github.com/mandiant/SIIKETW

.NET TradeCraft & D/Invoke


https://mkaring.github.io/ConfuserEx/

